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oy Questions

In the Internet nobody knows you are a dog

C

Is anonymity what we are seeking for ?

Wouldn’t it be helpful if somebody well chosen
knows who you really are ?

C

C

Is the Electronic Signature THE solution ?

C

Are you concerned ?
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L} Trusted Third Party

 Manages the physical infrastructure called Public
Key Infrastructure (PKI)

o Guarantees the identity of the holder of the
certificate by enforcing strong registration
procedures

e Provides online validation / revocation services
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Digital Certificate

« A Digital Certificate Is the

digital identity of the holder of
a private key

 Personal Data:
— First Name
— Last Name
— E-Mall

o Signature by TTP

X.509 certificate

Certificate data
Owner’s
Personal Data

Owner’s
Public Key

Information
Trusted Third Party
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By Entity Certificates

to identify an entity in an electronic
communication and to set up an encrypted information flow

to sign application code

Give your customer the possibility to check the origin of the data
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L] Certificate holders

User Certificates are issued to :

dS

— Signatures and other operations are made as a private person

as or
representatives of a company / institution

— Signatures and other operations are made as a representative of a
company or institution
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[EEXTrEsT Role of an RA

 The customer needs to be identified through a
face-to-face procedure prior to receiving a
normalized personal certificate.

« The LRA — Local Registration Authority - Is where
this face-to-face identification is done and where
the certificate request of the client is then encoded.
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Registration Flow

Who are you? I LUXTIMAST
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-y Certificate Containers

holding two certificates (one for authentication
and encryption and a second one dedicated to advanced
digital signatures) r _—

- LIXTr‘LIET ‘
L]

certificate with OTP-Token or SMS-OTP
that allows advanced PKIl-based authentication, signature
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[EEXTrEsT Smartcard
« The Smartcard holds on Its chip :
e 1 Certificate
e 1 Certificate

e This kind of product is mainly dedicated for
, but not exclusively

 The Smartcard Is used together with a Card Reader
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Authentication with Smartcard

The user connects to the online application site (www...)

The application opens a secure connection and sends a
“challenge” (i.e. random session ID) to be signed by the users
(If required, the client side applet/servlet is send to the user)

The user enters his PIN in order to get access to the private key

The « challenge » from the bank is “hashed” and the hash is
signed with the authentication certificate on the Smartcard.

. The signed hash is send to the application with the

authentication certificate.

The application validates the hash and checks the validity of
the certificate with LuxTrust.

TTP reports OK or NOK and, if required, a time stamp.
If OK, the authentication of the user has been successful

- - Online

= Smartcard User . application
= (reader) ——0—}' o

: - =~
- a N

: W

Time-stamping Revocation list

User

Application
TTP —
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LLIXTIMAST :
Privacy Issues

 Transparency : information access

e Protect against ldentity Theft

e Information delivered on an ‘as needed’ base

e Authentication/ldentification
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What Is a digital signature?

2 Webfen - Microsoft Internet Explorer r___||E|E.

Faverbes  5) .

Tips for unng the signabare box
Start wath the mouse at the et sde of the mouse pad so there 15 sufficsent ramge of movemert to complete the
signabire Fepasihon the mouge f you run ot of redm on the mousepad
Experunment wath a faster, smeother mobon, and sath a slower, mare debberate motion
G mroae slowly on letters ywouw hawe difficudny with
IE wou are wang an older of slower computer, you may have to wnle more slowly so that the comguoter cam keep
up wnthout lewnng gaps

I agree that WebPen 15 what [ need for my online document

Elgna*tura Box:

Signed: | John Dol Diate: Diecember 12th, 2005

I Subrnil Agreament

‘4 start e P o amt.. - @ Cenfr.. | [PaMe. « B Heco.. [BRZwe. = 8 Maro. EN PRI B T ] e
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What Is a digital signature?

THIS is a digital signature
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Electronic Signature

. . Digital Signature
An Electronic signature is a J J

mathematical operation on a
document using the private key of
the signer

—

Original document

(any electronic format:
text, graphic, code, ...)

The signature can be made visible

graphically and verified

automatically in the customer
environment

Signer’s

The trusted time-stamp provided T

by LuxTrust supports non-

rePUdlatlon Sighed Hash Code

Trusted Timestamp g;
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oy Signatures

. Validate the online identity of a
correspondent

. Give online agreement,
with . to the contents of an electronic document

: Ensure that an online document has not
been altered since it has been signed

. A correspondent cannot deny being at
the origin of a signature or authentication
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Benefits

 Application Providers

— Elements of proof

— Cost reduction by mutualisation of resources

— Keep control of authorisation and internal security
— Facilitate compliancy

— Solution against new type of attacks

e Customers
— Sole control of security credentials
— Elements of proof
— Control of personal data
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Lo TreET PKI Drawbacks ?

C

Expensive : Critical Mass

Complex : Customers/Application providers
Level of Security

Loose control of security : Application providers
Digital divide

Privacy : one id-number for everybody ?

C

(@

(@

C

C
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By Economic Impact

o Spin-offs in security business

 New applications : e-Archiving, e-Invoicing,
Health Care

 Reduce administrative burdens
e Cost cutting by common IDM Infrastructure
* Prerequisite for international business
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Trust & Awareness

Communication

Legal Framework
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By 2010 all European citizens, businesses and
administrations shall benefit from secure means
of electronic identification that maximize
user convenience while respecting data
protection regulations.

Goal presented by the European eGovernment Signpost Paper
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